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ABSTRACT

Misuse case is one of the security requirement elicitation techniques that are easy to use and learn.
Unfortunately, the current guideline provided is too general. The process of identifying the misuse case and
threats is open for the analyst's interpretation. Lack of knowledge in security threats also can make it worse.
These problems can lead to analysis paralysis situation. In this paper, we proposed a catalogue-based
guideline to support misuse case techniques to elicit security requirements. This guideline consists of two
catalogues used to assist software developers in identifying attacks and threats from a misuse case diagram.
We experimented with selected students to evaluate the effectiveness of the guideline in identifying threats
and types of threats. We also evaluated the usability of the guideline by conducting experts reviews.
Experiment's result shows sufficient evidence that using the misuse case with the proposed catalogue-based
guideline is more effective in identifying threats and types of threats than using the misuse case without a
guideline. Expert review's result also shows that the catalogue-based guideline is more usable in identifying
threats than without using the guideline.
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1. INTRODUCTION is needed to avoid analysis paralysis from
happening.

One of the ways to elicit security
requirements is by using the misuse case technique.
Misuse case is easy to learn and understand by
software developers as it is based on the commonly
use Unified Modeling Language (UML) use case
diagram. It can be considered as an extension to a
use case diagram. By using a misuse case diagram,
we only need to have several brainstorming
sessions before we can identify threats or attacks
that can happen to the system. However, there are
several problems in which can hamper its
performance to identify threats. The first problem is
there are no exact guidelines provided to elicit
security requirements. The instruction is too general
and imprecise [1], where the process of identifying
misuse cases and threats are open for the analyst'
interpretation. This problem may lead to either the
development of insecure software or analysis
paralysis. Analysis paralysis often occurs due to
overanalyzing or overthinking for a solution but end
up with too many solutions and cannot decide
which solution to take on. Thus, a proper guideline

The second problem is the knowledge gap
in the security field. In order to identify the threats,
the analyst needs to have particular knowledge of
threats and attacks. That means the identifying
process is depended on the analyst experience and
knowledge. Most of the software developers do not
have sufficient knowledge of security. Since more
reliable and secure software is needed, software
developers need to equip their development team
with a security expert. However, getting the
security expert to join the team may need extra cost
for a smaller development team.

This paper aims to evaluate the catalogue-
based guideline for misuse cases in identifying
threats and types of threats and whether the
proposed guideline is useful in identifying the
threats.

2. RELATED WORKS

Several authors have proposed solutions
and enhancements to improve the use of the misuse
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case technique. To solve a problem regarding
inexperienced developers in security threats, [2]
have proposed a method using Common Criteria
and related knowledge sources to identify security
requirements from functional requirements through
eliciting threats and security objectives. However,
there are several weaknesses in this technique.
First, the attributes and the inference rules need to
be explored and elaborated. Second, the application
of the ontological approaches needs to be
investigated. Third, the other types of knowledge
sources for security requirements to be integrated
with the technique need to be considered. And
lastly, more practical case studies need to be done
to evaluate the technique.

[3], [4] proposed a new "Hybrid
Technique" to improve misuse case usability in a
large system. This Hybrid Technique merges

misuse cases and attack trees' strengths,
strengthening the system to mitigate weaknesses
effectively in large and complex systems.

Nevertheless, this technique still did not have any
tool at that time, and no evaluation has been done.

Another group of researchers [5] proposed
a way to bridge the gap between software
developers and security experts by providing
security knowledge in the form of reusable security
models and tool artefacts aimed at different
software development phases. Their basic ideas are
that security experts produce and link threat
models, i.e., security knowledge, documented via
easily understandable, informative models, which
can be reused by software developers and
development teams to acquire the information they
need. [5] addressed how existing threat models, i.e.,
misuse cases and attack trees, can be used together
and linked to show high-level and more detailed
threats towards standard software functionality.
They also show how threats can be linked to UML
activity diagrams to model development activities
for threat mitigation purposes. The only problem
with this technique is that it is still not evaluated yet
and needs more experiments for that purpose.

Lack of security expertise, security
requirements are too vague or overly specific, or
even neglected are challenges that motivate [6] to
propose tool-based support for the security
requirements specification (SRS) that could
facilitate the generation of proper quality security
requirements, and reduce the amount of effort.
They present an ontology-based approach that uses
predefined pattern-based templates — requirements

boilerplates — to aid requirements engineers in the
formulation of SR. They applied the technique to a
prototype tool that enables the formulation of
security requirements from textual misuse case
(TMUC) descriptions of security threat scenarios.
The evaluation that has been done is to assess how
well the approach complements the requirement
analyst by reducing the effort needed for SRS and
stimulating the specification of formal quality
security requirements. It got a positive result and
only received minor comments regarding the tool
platform's limitation, annotation of the terms, and
helpful tips. More improvement on the ontology
side is also needed.

Unable to prioritize security requirements
motivate [7] to propose an enhanced misuse case
that can integrate a way to prioritize security
requirements based on the budget availability. This
solution can help software developers prioritize
which requirements need to develop first. In order
to elicit security requirements effectively, [8]
proposed a different approach where they integrate
misuse cases and attack patterns with threat
modelling. They also investigate how misuse cases
can enhance the performance of threat modelling.
Another researcher, [9], try to construct security
test models from the artefact of misuse case
modelling. The security test model then can
automatically generate security tests where the test
inputs are from misuse cases.

As misuse case models are prone to human
error,[10] proposed a model transformation to apply
changes in misuse case models if it got design
issues. The solution is to detect antipatterns and
apply refactorings to eliminate the errors. This
model will increase the quality of the misuse case
diagram to elicit security requirements by the
developers.

Most of the works do not improve the
misuse case but propose new ways to implement
the security requirement elicitation technique.
[2],[4],[5] and [8] try to increase the misuse case
ability to detect threats. However, they did not
discuss how effective and how large the size of the
coverage of their technique was. [6] proposed tool-
based support to generate quality security
requirement specifications. [7],[9] and [10] enhance
misuse cases' ability to prioritize requirements,
construct security tests, and detect design errors.
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3. RESEARCH METHODOLOGY
The research activities involved in this
work are divided into three stages (refer to Figure

1.

3.1 Literature Review

The initial stage to start the research is to
conduct a literature review. This stage is to observe
and get enough knowledge on security requirement
elicitation techniques, especially the misuse case,
and the other supporting techniques from existing
research that can improve the misuse case. Brief
introductions on requirement elicitation, software
security, and security threats are also included to
understand the background of the research
problems. All the findings from the literature
review were analyzed and were taken into account
during guideline design.

3.2 Design And Development

Identify the existing security Stage 1:
eview requirement elicitation Literature
Lierature reviews techniques, security quality -
\_/_\ threats and related works eview
Misuse case Catalog-based
Guideline designed Design the proposed guideline Stage 2:
\__/—‘\ Design and
development
I  ofthe
proposed
guideline
Verb Pattern Catalog and Design the catalogs for the
Security Catalog proposed guideline
\__—/_—.-\ —h )
Stage 3:
Conduct empirical Evaluation of
Statistical Analysis Result and
“ Fm’ms evaluation and expert validation the proposed
\—/__\ guideline
Publications D ssemurauar:;j(‘ :me research

Figure 1: Research activities

The second stage is to design and develop
the guideline. Based on the findings from the
literature review, a guideline framework called
catalogue-based guideline has been proposed.
Before that, we also need to know what type of

security attribute that we need to secure in the
developed system. For this research, we choose the
CIA triads (Confidentiality, Integrity and
Availability) as it is considered as the essential
element of security controls [11]. Table 1 shows the
definition for the chosen security attributes. These
security attributes will be used in two catalogues;
the Verb Pattern catalogue and the Security
catalogue.

The purpose of using catalogues in the
proposed guideline is to equip the user with
knowledge on security during the process of finding
the misuse case. The word-matching technique is to
create the Verb Pattern catalogue and the attack tree
technique is to create the Security catalogue.

3.2.1 Word-matching technique

The word-matching technique is a technique that
uses a selected word (verb) and matches it to a
specific partner (security attribute). These matching
created a pattern, hence the name Verb Pattern
catalogue. This technique is inspired by [2] and
[13]. [2] used word-matching to match the word
captured in a use case description with the word in
the catalogue. Meanwhile, [13] used the technique
to maps important key phrases to appropriate
essential requirements for their Essential Interaction
Library in their work.

Table 1: Definition of each security [12].

Security .

Attributes Definition
the property that information is not

Confidentialit made available or disclosed to

y unauthorized individuals, entities, or
processes.

Integrity the property of safeguarding the
accuracy and completeness of assets.
the property of being accessible and

Availability usable upon demand by an authorized
entity.

In order to create the catalogue, 250 use
cases from 3 domains, which are healthcare,
business, and e-commerce system, have been
collected. From these use cases' names, the verbs
and nouns that were used in the name were
identified. Once the verbs are already identified, we
need to do a brainstorming session where we need
to match the verbs with the chosen security
attributes. To match up, we need to think about
what security attributes are involved if the verb is
paired with a noun similar to the identified noun.
To do this activity, we need to use the shared
knowledge and also our experiences in dealing with
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security threats. The results of this activity are the
list of match up verbs with security attributes, also
known as the Verb Pattern catalogue (refer to Table
2).

Table 2: Example of Verb Pattern catalogue.

No Verb Security Attributes
1 Add Confidentiality, Integrity
2 Admit Confidentiality, Integrity
3 Apply Availability
4 Assign Confidentiality, Integrity
5 Authenticate Integrity
6 Backup Confidentiality, Integrity
7 Bill Integrity
8 Browse Availability
9 Calculate Integrity

3.2.2  Attack tree

The attack tree is a diagram that consists
of one root node or parent node as the goal and
ways to achieve the goal as leaf nodes or child
nodes [14]. Figure 2 shows the example of the
attack trees in identifying threats. Parent nodes
("Flood system" and "Steal info") show what the
attack is, and the child nodes show how it attacks.

Flood steal info
system

Buffer Netwaork
overflow intrusion

Bribery Blackmail

Figure 2: Example of attack trees

Sacial
engineering

Disk theft

Denial of
service

‘ Bugeing |

In this research, the attack tree is used to
assist in the creation of the Security catalogue. The
parent node is defined as types of attack, and the
child nodes are defined as the attack or threat that
can happen. In order to create the Security
catalogue, 11 types of attacks and 81 attacks and
threats have been identified from a total of 7
security information websites (refer to Table 3 for
the definition of types of threats or attacks used in
this research).

The types of threats or attacks, which also
will be used as misuse cases in the guideline later,
is used as a root for an attack tree in order to find
the threats that can happen through the misuse
cases. The Security catalogue also contains the

chosen security attributes (CIA triads) that were
mapped to the types of threats (parent node), which
was done through a brainstorming session.

Table 3: Definition for each types of threat or attack

No. Types of Threat Definition

or Attack

1. Bluetooth related | Any threats or attacks that are
attacks made  through  Bluetooth

technology.

2. Cyber fraud A crime committed through a
computer with the intent to
corrupt another individual's
personal and financial
information.

3. Flooding attacks Overwhelm  the  victim's
network to disrupt the service.

4. Login attack Any threats or attacks that are
made towards the login page to
access the system.

5. Malicious content | Materials that are not suitable
for an average reader include
hate speech, violence, porn, et
cetera.

6. Malware attacks | Any type of malicious

and infections software  used  to get
information, breach privacy, or
disrupt service.

7. Password attack Any threats or attacks that are
made towards the password
field to access the system.

8. Vulnerability To exploit or takes advantage

exploitation of a software vulnerability or
security flaw.

9. Physical attacks Any threats or attacks that are
done physically.

10. | Social Use deception to manipulate
engineering individuals to get personal or
attacks confidential information.

11. | Technical attack An attack can be made by
circumventing or nullifying
hardware and software
protection mechanisms rather
than by subverting system
personnel or other users.

3.3 Evaluation

Proposing a  guideline must be
accompanied by an analysis of the guideline's
effectiveness and experts' reviews before it can be
considered for adoption. This section describes an
experiment conducted to evaluate the guideline and
the evaluation by experts on the usability of the
proposed guideline.
3.3.1 Empirical evaluation
This subsection discussed the experiment
definition, planning, execution, and validity threats
to the experiment.
3.3.1.1 Experimental Definition

This experiment's goal is to compare the
misuse case technique catalogue-based guideline
for its effectiveness in identifying threats and its
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coverage. These evaluation criteria are nearly
similar to what [15] did. In this study, effectiveness
refers to the capability of using the technique to
identify threats per execution time through the
proposed guideline, and coverage refers to the
capability of using the technique to identify types
of threat per execution time through the proposed
guideline. This investigation is essential to find out
whether using the proposed misuse case technique
with the catalogue-based guideline can deliver
better results than without using the guideline. To
achieve the stated goal, we set to investigate the
following research questions:

Does using the catalogue-based guideline
increase the ability to identify threats compared
to without using the guideline?

Does wusing the catalogue-based guideline
increase the ability to identify types of threats
compared to without using a guideline?

In order to address RQI and RQ2, the
following hypotheses can be determined:
®  Null hypothesis (Hoe) = There is no significant
difference in the effectiveness of identifying
threats using the proposed misuse case
catalogue-based guideline and without using
the proposed guideline. It can be formulated as
Hogg: payy = 0, where pgiy is the mean of the
difference in the number of threats identified
by each subject.
Alternative hypothesis (Higy) = There is a
significant difference between the effectiveness
of identifying threats using the proposed
misuse case catalogue-based guideline and
without wusing the guideline. It can be
formulated as Hgy: paip > 0, where payy is the
mean of the difference in the number of threats
identified by each subject.
Null  hypothesis (Hocov) There is no
significant difference in identifying types of
threats wusing the proposed misuse case
catalogue-based guideline and without using
the proposed guideline. It can be formulated as
Hoycov: Bayy = 0, where 6y is the mean of the
difference in the number of types of threats
identified by each subject.
Alternative hypothesis (Hico) = There is a
significant difference between identifying types
of threats using the proposed misuse case
catalogue-based guideline and without using the
proposed guideline. It can be formulated as
Hicov: Gayy > 0, where Ogyr is the mean of the
difference in the number of types of threats
identified by each subject.

3.3.1.2 Experimental Planning

Based on the hypotheses above, only one
independent variable involved, which is threat
identification wused to identify threats in
requirements, with two treatments: the proposed
misuse case catalogue-based guideline and without
the guideline. Two dependent variables need to be
measured; effectiveness and coverage. To quantify
the effectiveness of identifying threats, the number
of threats or attacks identified by the participants at
a given time was used. Furthermore, to quantify
coverage, the number of types of threats found by
the participants at a given time was used.

This experiment's subjects were Year 2
and Year 3 Computer Science students in the
Faculty of Computer Science and Information
Technology, Universiti Malaysia Sarawak. Those
students have already been equipped with
knowledge on Unified Modelling Language (UML)
diagrams, especially using the use case diagrams.
However, none of these students got formal
knowledge on security or quality as they have not
attended any security or quality course in the
university.

There were a few materials that were
prepared for the experiment. The participants have
been provided with an example of using the
proposed catalogue-based guideline and without the
proposed guideline, two tasks to be solved, Verb
Pattern and Security catalogues, papers to list out
the identified threats and types of threats, and a
feedback form to express their opinion on what
they think about the guideline.

Participants were given a use case diagram
for a clinic appointment system and its descriptions
in the first task. There are several use cases in the
diagram related to the system, and the participants
need to identify misuse case(s) for the diagram. For
the second task, a use case diagram for an online
shop system with its use case was given.
Participants who needed to use the proposed
guideline to solve the task were given catalogues
for references.

This experiment applied Paired
Comparison Design (1 factor with two treatments).
The factors are threat identification, where the
number of threats and types of threats will be
identified. The treatments are "Without using
guideline" and "Using catalogue-based guideline".
The execution of this experimental design will be
explained in the following subsection. Figure 3
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shows the experimental design in the visual
graphic.
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Figure 3: Experimental design

3.3.1.3 Experiment Execution

The first batch of the experiment was
performed with 19 students from 10:00 am to 12:00
pm. We conducted an introduction lecture to
introduce them to the misuse case technique and a
tutorial on finding threats using a misuse case
technique. Next, the participants were divided into
Group 1 (9 students) and Group 2 (10 students).
Both groups were given 30 minutes to find threats
for each task. In Task 1, participants from Group 1
needed to find the threats without using the
guideline, and for Group 2, they needed to find the
threats using the proposed guideline. After they
completed Task 1, they have to give an opinion on
the technique they just used. Next, they took
another 30 minutes to find threats in Task 2, where
participants from Group 1 needed to find the threats
by using the guideline, and participants from Group
2 needed to find threats without using the guideline.
Opinion on the technique that they just used for
Task 2 also has been recorded.

The second batch of the experiment was
performed with 33 students. They were also divided
into Group 3 (16 students) and Group 4 (17
students). They started from 10:00 am to 12:00 pm,
following the same procedure as in the first batch.
3.3.1.4 Threats to validity

Validity evaluation is essential to make
sure the results that we get from the experiment are
valid. We identified two types of validity threats
during experiments. The first type is threats to
internal validity. These threats can affect the results
without the knowledge of the researcher. The
threats include:

Learning effect - To avoid the learning effect
from happening, Task 1 and Task 2 are
developed based on a different domain. By
doing this, the participants cannot refer to the
knowledge gain from Task 1 when doing Task
2.

Unwilling participants - Some participants
were not interested in participating in this
experiment and tried finishing it as early as
possible. These types of participants will lead
to inconsistency in the results and creating a
few outliers. Here we used the box-plot
technique to remove the outliers.

Experimental fatigue - Task 1 and Task 2 were
done continuously. Due to that, some of the
participants may feel tired and unable to focus
when completing Task 2. This problem can
create biases towards the results where most
probably Task 2 results might not be reliable.
In order to avoid this problem, 5 minutes were
given for them to rest before Task 2 started.

The second type is a threat to external
validity. [15] defines the threat to external validity
as an explanation of how we might be wrong in
generalizing a particular study's findings. The threat
to external validity for this experiment is that the
experiment participants cannot represent the
software developer as most of them are still
studying and lack experience in use case diagram.
3.3.1.5 Results and analysis

This subsection presents the results of the
experiment. Before doing the analysis, the unusable
data need to be filtered out to avoid disturbing the
calculation. Out of 52 participants, 3 of them were
filtered out. The reason is that the answers provided
were unrealistic, and it shows that the participants
were not serious about completing the tasks. Only
49 data will be used in the calculation (refer to
Table 4 and Table 5 for the refined data). The
refined data were then tested to check for its
normality using the box-plot technique.
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Table 4: Refined data for threat identification.

Table 5: Refined data for types of threats identification

Threats Identification Types of threats identification
without using Using without using Using
guideline catalogue- guideline catalogue-
(Treatment 1) based (Treatment 1) based
guideline guideline
(Treatment 2) (Treatment 2)
Differen Differen
ce= ce=
Gro | Participa | Task | Task | Task | Task | Treatme Gro | Participa | Task | Task | Task | Task | Treatme
up nts 1 2 1 2 nt 2- up nts 1 2 1 2 nt 2-
Treatme Treatme
nt 1 nt 1
Gl | S1 0 - - 7 7 Gl S1 0 - - 4 4
Gl | S2 0 - - 4 4 Gl S2 0 - - 4 4
Gl | S3 0 - - 5 5 Gl S3 0 - - 3 3
Gl | s4 3 - - 4 1 Gl S4 2 - - 4 2
Gl | S5 2 - - 6 4 Gl S5 2 - - 6 4
Gl | S6 1 - - 8 7 Gl S6 1 - - 5 4
Gl | S7 0 - - 6 6 Gl S7 0 - - 5 5
Gl | S8 1 - - 6 5 Gl S8 1 - 6 5
Gl | S9 2 - - 9 7 Gl S9 2 - - 5 3
G2 | S25 - 1 1 - 0 G2 | S25 - 1 1 - 0
G2 | S26 - 4 5 - 1 G2 | S26 - 2 3 - 1
G2 | S27 4 5 - 1 G2 | S27 - 4 3 - -1
G2 | S28 - 3 1 - -2 G2 | S28 - 2 1 - -1
G2 | S29 - 3 6 - 3 G2 | S29 - 2 3 - 1
G2 | S30 - 5 5 - 0 G2 | S30 - 3 3 - 0
G2 | S31 - 1 1 - 0 G2 | S31 - 1 1 - 0
G2 | S32 - 1 2 1 G2 | S32 1 2 1
G2 | S33 - 3 1 - -2 G2 | S33 - 2 1 - -1
G2 | S34 - 3 1 - -2 G2 | S34 - 3 1 - -2
G3 | S10 4 - 3 -1 G3 S10 3 - - 3 0
G3 | Sl11 3 - - 5 2 G3 S11 3 - 4 1
G3 | S12 0 - - 1 1 G3 S12 0 - - 1 1
G3 | S13 0 - - 1 1 G3 S13 0 - - 1 1
G3 | S14 2 - - 3 1 G3 S14 2 - - 1 -1
G3 | S15 1 - - 1 0 G3 S15 1 - - 1 0
G3 | S16 1 - - 1 0 G3 S16 1 - - 1 0
G3 | S17 3 - - 3 0 G3 S17 3 - - 3 0
G3 | S18 0 - - 2 2 G3 S18 0 - - 2 2
G3 | S19 0 - - 2 2 G3 S19 0 - - 2 2
G3 | S20 1 - - 2 1 G3 S20 1 - - 2 1
G3 | S21 0 - - 7 7 G3 S21 0 - - 5 5
G3 | S22 2 - - 2 0 G3 S22 2 - - 2 0
G3 | S23 3 - - 4 1 G3 S23 3 - - 3 0
G3 | S24 4 - - 2 -2 G3 S24 4 - - 2 -2
G4 | S35 - 1 1 - 0 G4 | S35 - 1 1 - 0
G4 | S36 - 1 2 - 1 G4 | S36 - 1 2 - 1
G4 | S37 - 3 2 - -1 G4 | S37 - 3 1 - -2
G4 | S38 - 4 4 - 0 G4 | S38 - 3 2 - -1
G4 | S39 - 1 2 - 1 G4 | S39 - 1 2 - 1
G4 | sS40 - 3 2 - -1 G4 | S40 - 3 2 - -1
G4 | S41 - 2 5 - 3 G4 | S41 - 2 2 - 0
G4 | S42 - 2 8 - 6 G4 | S42 - 2 4 - 2
G4 | s43 - 4 8 - 4 G4 | S43 - 3 3 - 0
G4 | S44 - 1 3 - 2 G4 | S44 - 1 3 - 2
G4 | s45 - 2 3 - 1 G4 | S45 - 2 3 - 1
G4 | S46 - 2 3 - 1 G4 | S46 - 1 3 - 2
G4 | s47 - 3 3 - 0 G4 | S47 - 3 3 - 0
G4 | S48 - 4 1 - -3 G4 | S48 - 3 1 - -2
G4 | S49 - 4 1 - -3 G4 | S49 - 4 1 - -3
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A. GUIDELINE EFFECTIVENESS

In order to know whether the proposed
guideline is better than the without guideline in
terms of effectiveness in identifying threats, we do
a hypothesis test.

The sample data shows that the
corresponding sample means and the provided
sample standard deviations are as in Table 6.

Table 6: Paired Samples Statistics for Effectiveness

Std. Std.
Mean n L Error
Deviation

Mean

Using 3.4694 49 2.30129 .32876
Pair Guideline

1 Without 2.0000 49 1.44338 .20620
Guideline

The results for paired sample test for
effectiveness can be seen in Table 7. Then, we test
our first hypothesis that we set earlier:

Hogg: =0 (1)
Higg: 1> po (2)

This hypothesis corresponds to a right-
tailed test, for which a t-test for two paired samples
is used. The significance level, o, is the probability
that the test statistic will fall in the critical region
when the null hypothesis is true. For this test, we
choose the common significance level, a = 0.05.
Based on the information given, it is found that the
critical value for this right-tailed test is ¢ = 1.677.
So, the rejection region for this right-tailed test is R
=t:1>1.677.

The test statistic, #, is computed by using
the following formula:

,__D 146939

=——= — =33841 ()
Sp/n 2.67786/30

effective in identifying threats than using a misuse
case without a guideline.

If we used the P-value approach, from the
information given, p = 0.00018, and since p =
0.00018 < 0.05, we can get the same result, which
is Hogy is rejected. Then, for the effect size, we used
Cohen’s d calculation:

D 1.46939
m

= =0.5487 4
2.67736

As the effect size, d, is 0.5487, we can
conclude that there is a medium effect in using the
proposed guideline.

B. GUIDELINE COVERAGE

We used the same test to check whether
the proposed guideline can identify more types of
threats than without using the guideline.

From the sample data, using the same
sample size, n=49, the corresponding sample means
and the provided sample standard deviations are as
in Table 8.

The results for paired sample test for
coverage can be seen in Table 9. Then, we test our
first hypothesis that we set earlier:

Hocov: = 0 (5)
Hicov: 1> o (6)
Just like the first hypothesis, this

hypothesis corresponds to a right-tailed test, for
which a t-test for two paired samples is used. We
choose the same significance level value, a = 0.05.
Based on the information given, the critical value
for this right-tailed test is 7 = 1.677. So, the
rejection region for this right-tailed testis R =17:¢>
1.677.
The test statistic formula:

D 0.85714

£ = — = =3048 (V)
Since ¢+ = 3.841 > t. = 1.677, we can Sp/Vn 106850 /440
conclude that the Hogy is rejected. That is means
there is sufficient evidence shows that using the
misuse case with proposed guidelines is more
Table 7: Paired Samples Test for Effectiveness
Paired Differences
95% Confidence Sig. (2-
M Std. Std. Error Interval of the t df ta}iglle d)
can Deviation Mean Difference
Lower Upper
Pair | Using Guideline —
1 Without Using 1.46939 2.67786 38255 70022 2.23856 3.841 48 .000
Guideline
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Table 8: Paired Samples Statistics for Coverage

Mean n Std. Deviation Std. Error Mean
Pair 1 Guideline 2.5918 49 1.42768 .20395
ar Non-Guideline 1.7347 49 1.20374 17196
Table 9: Paired Samples Test for Coverage
Paired Differences
95% Confidence Interval . Sig. (2-
Mean S.td'. Std. Error of the Difference ! & tailed)
Deviation Mean
Lower Upper
Pair 1 Guideline —
Non- .85714 1.96850 28121 29172 1.42256 3.048 48 .004
Guideline

Since t = 3.048 > . 1.677, we can
conclude that the Hocoy is rejected. That is mean
there is sufficient evidence shows that by using
misuse case with proposed guidelines can discover
more types of threats than using misuse case
without a guideline.

If we used the P-value approach, from the
information given, p = 0.00187, and since p =
0.00187 < 0.05, we can get the same result which is
Hocov is rejected.

Then, for the effect size, we used Cohen’s
d calculation:

D 085714
»

~ 106850

0.4354 (8)

As the effect size, d, is 0.4354, we can
conclude that there is a small effect in using the
proposed guideline.

3.3.1.6 Discussion

We used a one-tailed paired-samples t-test
to compare the effectiveness of the misuse case in
finding threats when using the catalogue-based
guideline and without using the guideline. The
mean numbers of threats identified were 3.4694
using the guideline and 2.0 without using a
guideline. The hypothesis testing shows that there
is sufficient evidence indicating that using the
catalogue-based guideline is more effective than
without using it, with the effect size at a medium
level. The same situation also happens when
comparing the ability to find types of threats. The
mean for types of threats identified was 2.5918
when using the guideline, and 1.7347 without using
the guideline, with a much smaller effect size. The
effect sizes for both identifying threats and types of
threats, which are medium and small, are
considered acceptable due to several considerations.
The first is due to the time slot that was used to

complete the task. The participants were given a
time slot to finish the task. Although the
participants were not forced to complete the task,
they still have a student mentality where they tried
to finish it at the given time. This might give them
the pressure to finish it quickly and thus affecting
the effect size. Second, the participants are still new
to the misuse case technique and the catalogue-
based guideline, and the experience level dealing
with this technique and guideline are not high. Even
though the participants were given tutorial and
discussion sessions before the experiment, it is still
not enough to fully understand it. They might need
to have extra time to be familiar with the technique
and the guideline.

3.3.2  Expert review

After the empirical evaluation, expert
reviews have been done. The purpose of conducting
expert reviews is to verify the catalogue-based
guideline's  usability in eliciting  security
requirements. The experts also checked on the
suitability of the techniques used in producing the
catalogues.

3.3.2.1 Expert review hypothesis

The usability of the guideline was tested
by testing the following hypothesis:

o Null hypothesis (Houseuiness) = There is no
significant difference in the usability of the
guideline when producing misuse cases with a
catalogue-based guideline and without the
guideline. It can be formulated as Hy ppirr= 0.

Alternative hypothesis (H jusefuiness) = There is a
significant difference in the usability of the
guideline when producing misuse cases with a
catalogue-based guideline and without the
guideline. This implies that the catalogue-
based guideline is more usable than doing
without the guideline. The hypothesis can be
formulated as H; ppigr> 0.
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3.3.2.2 Design

This expert review applied Paired
Comparison Design (1 factor with two treatments)
where the experts as participants and the treatments
are using a catalogue-based guideline (Treatment 1)
and without using any guideline (Treatment 2).
Two sets of problems were given, and the
participants reviewed the wusability of each
treatment when applied to the problem. Usability
was measured through two sets of USE
questionnaires, one for each treatment (refer to

Figure 4).
Treatment 1 Treatment 2

(Using catalog-based guideline) (Without using guideline)

Treatment applied

. (Independent variable)

¥

Participants
(Group of experts)

Usability measured
(Dependent variable)
I

USE Questionnaires
(2 sets, one for each treatment)

S

Figure 4: Design for expert review

3.3.2.3 Demographic of participants

Five experts were invited to do the review.
All of them are adults aged 35 to 60 years old.
Three of them are male. Most experts are
experienced in software engineering, software
quality, and software requirements with more than
seven years of involvement in the fields. However,
they have less experience in the software security
field. Only one expert has more than seven years of
experience in software security. In addition, two of
the experts are also experienced software
programmers. Table shows the demographics of
the five experts.

=/

Table 10: Demographics of the experts.

Software Engineering

Software Quality

Software Requirements

e e
—_ (W

N [—=]

Software Security

AGE

Range of 20-24 25-29 0-34 >35
age
Number - - - 5 (100%)
of experts

GENDER HIGHEST EDUCATION LEVEL

Gender Number | Diploma | Degree | Master | PhD
of
experts
Male 3 - - - 3
Female 2 - - - 2
FIELD EXPERIENCE

. Year | Nit | <3| 46 | 27

Domain

3.3.2.4 Materials

There were a few materials that have been
prepared for review. The experts have been
provided with two USE questionnaires, two tasks,
catalogues as a part of the guideline, and a feedback

form.

Experts were required to identify misuse
cases for an ATM system without using any
guidelines in the first task. One use case diagram
for an ATM system containing one actor and two
use cases with its flow of events was prepared. For
the second task, the experts were required to
identify misuse cases for an online shop system
with the catalogue-based guideline. An online shop
system's use case diagram containing one actor and
three use cases with its flow of events was
prepared. The tasks were set on a different topic to
avoid bias when solving the tasks.
3.3.2.5 Execution
During the expert review study, the experts were
initially briefed on the study's purpose, the
techniques used in producing the catalogues, and
how to produce the misuse cases with the
catalogue-based guideline and without the
guideline. The experts were then invited to try
producing the misuse cases with and without the
guideline on two tasks. After completion of each
task, the experts need to fill in the USE
questionnaire to evaluate their experience when
solving the task.

3.3.2.6 Threats to validity

Validity evaluation is essential to make sure the
results that we get from the experiment are valid.
We only identified one type of validity threat
during experiments which are threats to internal
validity. The threats include:

. Learning effect - To avoid the learning
effect from happening, Task 1 and Task 2 are
developed based on a different domain. By doing
this, the experts cannot refer to the knowledge
gained from Task 1 when doing Task 2.
Experimental fatigue - Task 1 and Task 2
were done continuously. Due to that, the experts
may feel tired and unable to focus when completing
Task 2. In order to avoid this problem, 5 minutes
were given for them to rest before Task 2 started.
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3.3.2.7 Result and analysis
This subsection presents the result of the expert
review.

Table 11: The data from expert review

Expert | With Guideline | Without guideline | Difference
1 178 90 88
2 208 111 97
3 154 117 37
4 190 156 34
5 203 90 113

Table 11 shows the data from the experts'
reviews. The field "Expert" refers to the expert
involved in the review. "With Guideline" refers to
the total point given by the expert for the catalogue-
based guideline. "Without guideline" refers to the
expert's total point when producing the misuse
cases without using a guideline, and "Difference"
refers to the difference of points between "With
Guideline" and "Without guideline".

A Shapiro-Wilk test has been done to
check whether the data (difference of points) in
Table 11 is normally distributed. Shapiro-Wilk test
was chosen instead of Kolmogorov-Smirnov
because the total number of participants was less
than 30 samples. To be normally distributed, the
difference point should have a significant value
larger than 0.05. The difference point for the "With
Guideline" and "Without Guideline" were normally
distributed, as assessed by Shapiro-Wilk's test (Sig.
=.230). Since the data are normally distributed, it is
suitable for a paired t-test. The hypothesis testing
section describes the result of the paired t-test.
Table shows the normality test result on the
difference of points for "With Guideline" and
"Without Guideline".

Table 12: Tests of Normality

Shapiro-Wilk

Statist
ic

Kolmogorov-Smirnov?*

Statist
ic

df | Ssig. af | sig.

differe
nce

*. This is a lower bound of the true significance.
a. Lilliefors Significance Correction

253 5 200" | .861 5 .230

A. DESCRIPTIVE STATISTIC

The USE questionnaire for the expert
review consists of 4 criteria; usefulness, ease of
use, ease of learning, and satisfaction. Figure 5 and
Figure 6 below show the results of the

questionnaire done by the experts.

Without Using Guideline Review’s Result

USEFULNESS EASE OF USE
Somewhat
agree, 20%
Somewhat
agree, 40%
EASE OF LEARNING SATISFACTION

Somewhat

agree, 20% l

Somewhat
agree, 20%

Figure 5: The results for "Without using guideline"
review.

The pie chart illustrates the results from
the USE questionnaire, which was defined by four
main criteria; usefulness, ease of use, ease of
learning, and satisfaction, obtained from the tasks
reviewed by the experts. From the results, it can be
seen that most participants felt somewhat disagree
with the ease of use and satisfaction criteria when
solving the task without using the guideline. Both
criteria however change to agree and strongly agree
when using the guideline while solving the task.

Using Catalog-based Guideline Review’s Result

USEFULNESS EASE OF USE

Somewhat
agree, 20%

Somewhat
agree, 20%

strongly
agree, 40%

Strongly
agree, 40%

SATISFACTION

Somewhat
agree, 20%

EASE OF LEARNING

strongly
agree, 40%

Strongly
agree, 60%

Figure 6: The results for "using catalogue-based
Guideline" review.

The results obtained from the ease of
learning criteria change from 60% somewhat
disagree when solving the task without using the
guideline to 60% strongly agree when the
participants using the guideline while solving the
task. The result for ease of use and satisfaction
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criteria was both 60% somewhat disagree when
solving the task without using the guideline, then
positively change to 40% agree and 40% strongly
agree when using the guideline. The proportion of
expert reviews for ease of learning criteria also
shows significantly positive results, from 60%
somewhat disagree when not using the guideline to
60% strongly agree when using the guideline to
solve the task. The overall result shows that the
catalogue-based guideline is more useful, easy to
use, easy to learn, and more satisfying than without
a guideline when solving a task.

B. HYPOTHESIS TESTING

In order to know whether the proposed
guideline is more usable than without a guideline,
we do hypothesis testing using a paired t-test.

From the sample data, the corresponding
sample means and the provided sample standard

deviations are as in Table 13.

Table 1: Paired Samples Statistic for Usability

Std. Std.
Mean n L Error
Deviation

Mean
Misuse

case with 186.60 5 21.652 9.683
Pair gulfiehne
1 Misuse

case 11280 | 5 27.050 12.097
without
guideline

The score differences and the degrees of
freedom, df, can be referred to in Table 14.
Standard deviation, Sp, is computed using this
formula:

v Exgie)
\Z(xairr™) —{—;f'”]—
sp = - =368107 O
\ n—1
Then, we test our first hypothesis that we set
earlier:
H OUsefulness™ M = 0 (10)
H]Us‘eﬁtlness-' u > Ho (1 1)

This hypothesis corresponds to a right-
tailed test, for which a t-test for two paired samples
is used. The significance level, o, is the probability
that the test statistic will fall in the critical region
when the null hypothesis is true. For this test, we
choose the common significance level, a = 0.05.
Based on the information given, it is found that the
critical value for this right-tailed test is z. = 2.1318.

So, the rejection region for this right-tailed test is R
=t:1>2.1318.

The test statistic, ¢, is computed by using
the following formula:

_ D _ 73.8
CS,/m 36107/

t = 4.570 (12)

Since t = 4.570 > t. = 2.1318, we can
conclude that the Housefiness 18 rejected. That means
there is sufficient evidence that shows using the
misuse case with proposed guidelines is more
usable in identifying threats than using a misuse
case without a guideline.

If we used the P-value approach, from the
information given, p = 0.00513, and since p =
0.00513 < 0.05, we can get the same result, which
1S Housefuiness 18 rejected.

3.3.2.8 Discussion

This expert review study used descriptive
statistics and hypothesis testing using a one-tailed
paired-samples t-test to analyze the questionnaires'
data.

Based on the participants' demographic,
the experts' distribution shows that they were
appropriate to evaluate the catalogue-based
guideline  from the software developer's
perspective. Four of them have adequate knowledge
of software engineering, software quality, and
software requirements, and one of them is an expert
in software security. From the USE questionnaire
results, most experts agreed that using catalogue-
based guideline is better than without using
guidelines in terms of usefulness, ease of use, ease
of learning, and satisfaction. According to the
experts, the catalogue-based guideline helps them
identify the threats and types of threats easier than
without any guideline. The catalogue-based
guideline is also quite simple, thus making it easy
to learn. The experts agreed that it is much better to
develop a catalogue-based guideline to become an
assisting software tool for software developers.

From the hypothesis testing, we found that
using misuse case with the proposed guideline is
more usable (mean= 186.60, SD= 21.652) than
without wusing the guideline (mean= 112.80,
SD=27.050). If we look at the mean difference
between these two treatments, using the proposed
guideline got a mean increase of 73.8 points with
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Table 24: Paired Samples Test for Usability

Paired Differences
95% Confidence
Mean Std. Std. Error Interval of the t df Sig. (2-tailed)
Deviation Mean Difference
Lower Upper
Pair Misuse case with
! guideline - 73.800 36.107 16.147 | 28968 | 118.632 | 4570 | 4 010
Misuse case

without guideline

a 95% confidence interval [28.968, 118.632] more = REFERENCES:

usable than without using the guideline. The results (1]
showed that the experts agreed that using the
catalogues can help software developers identify

more threats and types of threats/attacks. The
experts also suggested that the Security Catalogue

(2]

needs to be appropriately arranged, making it easier

for a software developer to use the catalogue.

4. CONCLUSIONS

In this paper, we experimented with a
misuse case with the catalogue-based guideline to (3]
identify threats and types of threats. The empirical
evaluation shows sufficient evidence that the
catalogue-based guideline is more effective in
identifying threats and types of threats than without
using guidelines. We also asked a few experts to
review the usability of the catalogue-based [4]
guideline in assisting misuse cases to identify
threats and types of threats. The results show that
the proposed guideline is more usable in identifying

threats than without the guideline.

Although the experts gave positive results
on the usability of the guideline, the experiment
needs to be replicated using the actual software [5]
developer to get a more reliable result. The
experiment execution arrangement also needs to be
appropriately planned, such as giving more time to
understand the misuse case before the experiment

to decrease the threats to validity.

In future work, we plan to implement the  [g]
guideline into a tool that can identify the threats
from the catalogue. We might need to implement

boilerplates to produce better output.
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