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ABSTRACT

In this work, we study methods for the secure use of external insecure computers (servers) when solving
computationally-complex problems with secret parameters. This problem is one of the important scientific
directions in the field of information security of cloud computing. The article presents methods for secure
outsourcing of the problem of finding the extremum of a function, as well as one method for finding the

value of an analytical (holomorphic) function on a secret argument.

Note that our main goal is to

demonstrate new methods of secure outsourcing of scientific computing, so we model classes of problems
in such a way as to clearly show the essence of these methods.

Keywords: Information Security, Big Data, Secure Outsourcing, Cloud Computing, Computationally-
Complex Problem, Client-Server Interactions.

1. INTRODUCTION

In this work, we study methods for the safe use
of external insecure servers when solving
computationally-complex problems with secret
parameters. This problem is one of the important
scientific directions in the field of information
security in applied problems of cloud computing
and security issues of client-server interactions. The
paper presents methods of secure outsourcing for
the following classes of computationally-complex
tasks with secret parameters:

- Problems of finding the extremum of a function
with secret parameters;

- Linear tasks with secret

parameters;

programming

- Problems of finding the value of an analytical
function on a secret argument.

The theory of secure outsourcing of scientific
computations is rapidly developing in various
fields, since in modern conditions, the processing of
big data is no longer possible to imagine without
the use of powerful computing resources. That is
why leading scientists in the field of information
security offer a variety of methods for the secure
outsourcing of scientific computing [1-50].

The main problem of secure outsourcing of
scientific computations is that the client cannot

transfer all the data of the original computationally-
complex task to the server since the task contains
confidential parameters. Therefore, the client first
needs to convert the original task to another task,
where already secret information cannot be
detected. A new computationally-complex task is
sent to the cloud to solve it. Then, the result of the
cloud processing is transferred back to the client.
From this intermediate result, the client must
independently be able to calculate the result of the
original computationally-complex task for a time
that is acceptable for him.

This client-server interaction can be given the
following protocol view [9]:

Protocol Z:

Suppose that a client needs to solve some
computationally-complex task Z, depending on the
secret parameter o: Z (o). Suppose that there is an
algorithm A for solving the problem Z (), which
can be effectively implemented on the server, but
not on the client's computer.

Step 1. The client decomposes algorithm A4 into
two algorithms B and C so that the following
conditions are satisfied:

- Implementation of algorithms B and C allows
you to solve the problem Z;

- Algorithm B may depend on the secret
parameter, and the C algorithm either does not
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depend on the secret parameter o, or the time it
takes for the server to discover the secret from the C
algorithm is unacceptable for it.

- The client can calculate B fairly quickly in a
reasonable time.

Step 2. The client implements the B algorithm on
its small computer, and sends the C algorithm to the
server.

Step 3. The server implements the C algorithm,
and returns the result of the calculation back to the
client.

Step 4. The client, having received the result of
calculating C, solves the problem Z (a).

Note that our main goal is to demonstrate new
methods of secure outsourcing of scientific
computations, so we model classes of problems in
such a way as to clearly show the essence of these
methods.

In Section 2 we will study several problems of
finding the extremum of a function with secret
parameters. At the same time, we offer several
examples, generalizing them step by step, and
moving on to non-trivial problem statements.

Section 3 deals with linear programming
problems with secret parameters. Such problems
arise, for example, in production planning, which,
as well-know, can be mathematically represented as
a problem of determining the maximum value of a
linear function under certain constraints. Also
presented is one mathematical programming
problem where the objective function is not a linear
function.

In Section 4 we present a solution to the problem
of finding the value of an analytical function of
several complex variables on a secret argument. For
an approximate solution of this problem using a
server, we used Osgood's lemma and the
generalized Cauchy integral formula from the
theory of functions of several complex variables.

2. PROBLEMS OF FINDING THE
EXTREMUM OF A FUNCTION WITH
SECRET PARAMETERS

In In this subsection, we will consider
methods for secure finding the extremum of a
function with secret parameters using external
servers. At the same time, in order to show the
essence of the methods, we will demonstrate them
with specific examples.

First, consider a real function of one
variable:

y=flx) (1)

Suppose that this function is twice
differentiable on some interval (a. &). Then the
critical points xye(a. b), are known to be
determined from the condition

y' =f'lx) =0

Therefore, the main difficulty in finding
the extremum of a function is to find the critical
points, after which it is easy to calculate the value
of the extremum of the function by the formula (1).

Example No 1. Suppose that it is necessary
to find the critical point for the function

fx) =ax® +bx +¢ ()

using an insecure server, while some of the
parameters a. b, £ are the client's secret numbers.

Option 1. Let the number ¢ is a secret, and
the rest of the parameters are not secrets. Then is
sent to the insecure server the following equation:
2ox = —b. If xy is the solution of this equation,
then the client finds the extremum of the function
(2) by calculating the value at that point.

Option 2. Let the number b is a secret, and
the numbers @. ¢ are not secrets. Then, to find the
critical point on an insecure server, we can use the
following protocol:

Step 1. The client chooses a random secret
number # and calculates the numbers & = 2Zaf and
p=—d—b And then sends to the server the
following equation: 2az = p

Step 2. Insecure server finds a solution zg
of the equation 2az = p, and returns this solution to
the client.

Step 3. The client finds a solution to the
equation 2ax = —b by the formula x = § + z;.

We can, of course, give other options, for
example, consider that the number a is a secret
parameter or all parameters at once are a secret, but,
in fact, they are solved in a similar way.

Example No 2. Suppose we need to find
the critical point for a function of two variables.

fl.v) =ax* + by* texy +dxtey +f
3)

e ——
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The critical point of this function is found
by solving the system of equations

IEM-I—E}‘-I—EE:U
2byt+ex+e=10

That is, it is necessary to solve the linear
equation

G () =9 )

There can also be various options here, but
we will consider only one option, when the
numbers d. g are the secret parameters of the client.
To solve equation (4) using a server, we can use the
following protocol:

Step 1. The client chooses a secret vector
at random

£=(3)

and calculates the vector
2 i ;
v =) (5)= G
Then the client calculates the vector
r= () =) + ()
and sends the equation to the server
(25 ) =(5) )

relatively unknown z;. zs.

Step 2. The server solves equation (5) and
returns the solution to the client. We denote this
solution z¥.

Step 3. The client finds a solution to

equation (4) according to the following formula

()=(g)-=

Example No 3. Consider an arbitrary twice
continuously differentiable function y=f{x} on the
segment [mE]. It is necessary to find the
extremum of this function, while we will assume
that the function itself is a secret.

We make the following types of change of
variables:

- shift along the abscissa: x = t + ¢, where
t i5 a new explanatory variable, and ¢ is some
fixed secret number that provides a shift of the
function graph along the abscissa axis;

- shift along ordinates: ¥ = w + &, where
wis new dependent variable,andd is a some
fixed secret number that provides a shift of the
function graph along the ordinate axis;

- compression of the function along the
abscissa axis: x = of, wherea, 0 =ao =1, is a
compression ratio along the abscissa;

- compression of the function along the
ordinate axis: ¥ = fw, where #, 0 = # <1, is a
compression ratio along the ordinate.

Now we will make sequentially all these
types of change of variables:

fw +d = flat +c).

(ot +¢) —d
w= f— = glt).
B
Suppose that at the interior point

x5 € (@ B) extreme value is reached ¥, = fixy),
then the function w = g{t) reaches its extremum at
the point

Xp—¢ a—c b—r
ty = E( p )J
o e

in this case, the extreme value will be equal to

flxg)—d
= 7 ,

Now finding the extremum of a function
can be described by the following protocol.

Step 1. The client transforms the original
function ¥ = f(x], successively applying all of the
above types of variable substitutions, and the
numbers ¢, g, o, {§ keeps secret. Next, it sends to the

server next function w = g(t} and interval
g—t bt
Step 2. The server finds the breaking point

ty and extremumwy for functionw = gt} in the
. a—-c B¢
interval (TT) and passes a couple of numbers

Wy

(tg.wp) to the client.

Step 3. The client finds the critical point
and extremum of the original function using the
following simple formulas

Iy =i+ flaxy) = fwy + d.
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Example No 4. Let us now consider the
general case. Note that instead of a simple shift
along the abscissa axis, we can make the following
change of variable:

x = x(t),
where t is a new explanatory variable, and
function =x(t) is a any strictly increasing
continuously differentiable function on some

segment [m,n], and let at all points ¢ & [m, n] the
strict inequality holds

x(£) = 0.

Suppose that the conditions

x(n) =b.

x{m:] =,
Further, since
¥e(E) = fy (x(E))x(E),

and x(t} = 0, then the problem of finding the
extremum of the function f{x) on the segment
[@.B] is reduced to the problem of finding the
extremum of the function

g(t) = f(x(®)

On the segment [m, 0] .

So, we need the following types of
variable changes:

- replacement of dependent variable:
x = x(t), where t is a new explanatory variable;

- shift along ordinates: ¥ = w + o, where
w iz new dependent variable,and d is a some
fixed number that provides a shift of the function
graph along the ordinate axis;

- compression of the function along the
ordinate axis: ¥ = fSw,where §, 0§ =1, -
compression ratio along the ordinate.

Now, making sequentially all these types
of change of variables, we get as a result the
function

glt) —d
wit) =——.
g
Suppose that at the interior point

xy € (@ B) the extremal value ¥, = fix,. is
reached, then the function w{f) reaches its
extremum at the point £, such that x{t;} = x. In
this case, the extreme value will be equal to

. = glt,)—d
o E '

Now finding the extremum of a function
can be described by the following protocol.

Step 1. The client transforms the original
function ¥ = f(x), successively applying the
described types of change of variables, while the
function x(t), as well as numbers d. f keeps secret.
Next, it sends a function w(z) and interval (m.n)
to the server.

Step 2. The server finds the extreme point
ty and extremum wy for function w(f} in the
interval (m,n). and passes a couple of numbers
(£g.wy) to the client.

Step 3. The client finds the extreme point
and extremum of the function y = f(x) by the
following simplest formulas

xp = x(p). flepd = Bw, + d.

Example No 5. In some cases, when
modeling economic problems, we get a certain
optimization problem, where it is required to find
the extremum of a function under -certain
constraints. Consider the following problem of
determining the extremum of a function

!

Flryxy)= Z i X% —i bpxy  (6)
=]

Lj=t

and impose communication conditions

cyxy +egxg bt opag = F (7

where a;; = a;;.

The Lagrange function will have the form:
n

L= E @5 x; —

Lj=1

n Tl
—Z EJRXR+‘1{Z CiX;— P:]
k=1 i=1

Differentiating the Lagrange function with
respect to each variable and taking into account the
constraint condition, we compose the following
system of equations:

e ——
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Ly, =2ayx, + =+ 2ag,0, — by + 6,4 = 0
Ly, = 2ay x4+ 4+ 2a,%, — b+ 5,4 =10
Ly = 2ap %+ -+ 2app%y — by +c,d =0
1%y + CpXg + o+ EpXpy = P

Let us denote by A matrix

(2 Gq1 2 G417 w2 Gin £y

2oy, 2og, 20y, £
A=

2oy,  2agy .. 2y, €n

N

Then we obtain the system of linear
algebraic equations

Ag =5, (8)

where & = (b, bg.... . B, P)T is right column,
g = (xy. %5, x.4)7 is a unknown vector. As we
see, the problem of finding the critical point is
reduced to solving equation (8).

The client needs to find the extremum of
the function (6) wunder the condition of
communication (7) using the computational means
of an unsafe server. In this case, the server does not
need to know the following secret client
parameters: By, bg, i, by, @i, € and P. And the
decision itself must also remain a secret.

To solve this equation, you can use the
following protocol:

Step 1. The client takes the secret vector at
random w and the secret invertible matrix I:

W
Wy
w= E
L)
fdyy  dyg Fyner’
d:l d:: d:_i’!+1
b=
di’!+L1di’!+L: B di’!+l~i’!+1
and calculates a new matrix

G = AD and wector b — Gw = f, and sends to the
server the equation

Gy =f )

Step 2. The server solves the system of
linear algebraic equations (9) and returns the
solution to the client ;.

239

Step 3. Then the client finds a solution to
equation (8) by the formula

a=D(n +w)

That is, it finds the critical point for function (6)
under the condition of connection (7).

Note that in the case when for the client
the numbers a;; and ¢, are not secret, then instead

of the matrix [ the identity matrix is taken.

3. LINEAR PROGRAMMING PROBLEMS
WITH SECRET PARAMETERS

Now we will consider the general problem
of production planning, which, as you know, can be
mathematically represented as the problem of
determining the maximum value of the function

L=rcyxy +cpx 4+ + oy, — max, (10)
with restrictions (terms of communication)

(In

Z_?:]_ u'|:_i' -r_i' = b[-’ i= 1.'2.' wey MG

=0, i=1,2,....n.

(12)

Here a;;, by, ¢; are some constants.

Suppose that the coefficients ¢; and a;; are
the client's secret numbers, and the numbers &; are
not a secret. Also suppose the solution must also be
kept secret.

Let D is a positive diagonal matrix of the
following form

d,00..0

D= [ld:[l = diagld,. dq ... d, .
0o00.. d,

d; =0, i=1..n

=
]
I
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'd, 00 ..0% /W sttt +xF=hi=1..n 17
0d,0..0 g
B : =Dy =0 i=1 ns=1 . (18)
0o0o.. dr‘ : [ =M I s oanna Ty 3 .
. LY U

Where fi are upward convex scalar
Then we get the following problem functions of one variable (this is necessary to be
able to use general convex optimization methods,
M=nw+ry ++ry, = max (13) for example, the natural logarithm is a convex
upward function).

with restrictions (terms of communication) S the client ds t I
o, suppose the client needs to solve

I gy b, i=12...m: (14) problem (16) - (18). The secret elements are the
jELEUS = e matrix C, numbers h; and vector solution
. X = (XyianaXy). The vector g = (Pyunifiy) 1S NOt
o= L= L 2_1 g Th - 1
%20 ! ﬂ (15 secret.
Here py; = aj;d;, % = c;d;. Protocol

Step 1. The client randomly chooses m

Now we can imagine a protocol for . .
secret diagonal matrices

solving the problem (10-12):

Step 1. The client takes a random diagonal ( D* = diag(d,*.....d,").
matrix dt=0 i=12..n
D = diag (dy, Ay, y).ths 2 00 = 1, D* = diag(d,’.....d,>).
1df=0  i=L2..n

and makes the change of variables x = D'y Now
sends to the server a task (13-15). D™ = diagld,™. ...d, "),
\di" 0, i=1l2Z..n

Step 2. The server solves the problem (13-

15) and sends the solution ¥¥ to the client. g — pf

and  calculates #° =¢fdf.  Further, at
el R

. . =2 R M

Step 3. The client finds a solution x of the 5= 2...,m calculates k a? b; d! and sends

task (10-12) by the formula to the server a task (19) — (21) :

x0 =Dyl L
mh (z'-"tizli) +

Now we present a typical economic i=1

optimization problem in which the objective

function is not linear, but which can only be solved +m fr Cln™2) - max (19)
using the computing power of the servers.

: 1 114 .. m.m — p.
Let € = (¢; ) is a is a positive matrix, and Itk Tt kiE by,

20
the numbers py . ... Py, are positive numbers. i=1 (20)

It is required to find a vector x%

L . Fzli=1.ms=1..m
maximizing function L @n

Step 2. The server solves problem (19) -

& - (21), and an approximate solution zf returns to the
P fi Zc[xl- +t client.
=t Step 3. The client finds a solution to
problem (16) - (18) by the formula
o [ Bl oM xT") = max (16)
with restrictions xi = dizf. (22)
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It is easy to see that this protocol solves
the original problem. Let's make the change of
variables

xf =dizf.
Then, considering that

el R
F— Fgf Lf = Lo —fL
n —C[ﬁi,kl‘ _rﬂ’bl_

: H
then (16) - (17) take the form (19) - (20),
respectively. Further, since df are positive

numbers, then condition (18) can be written in the
form of condition (21).

Protocol security. Insecure
system of equations

server gets a

a7 R

= C-?d-?’ k==L h ==

L L™= L di L di
i=Lawm 5= 2,...,m (23)
Since the system of equations (23)

contains 2mm + m unknowns, and the number of
equations themselves in this system is 2nm., system
(23) is ambiguously solvable, that is, the server will
not be able to unambiguously determine the secret
parameters of the client.

4. PROBLEMS OF FINDING THE VALUE OF
AN ANALYTIC FUNCTION ON A SECRET
ARGUMENT

Consider a computationally complex
complex function defined in some open subset
Dct*=0Cx.x0(, where £" is cartesian
product of # copies of the complex plane. We need
to approximately calculate the value of the complex
function ¥ = F(z) ona secret argument z € D,
using the computing resources of the server.

Suppose the function f{z) is a continuous
in an open set I = €™ and is holomorphic with
respect to each variable separately, then according
to the well-known Osgood lemma, this function is
holomorphic in the entire domain I}. Let the closed
polydisk

Alw, ) =1z EC”:lzi-—wi-|=_:ri‘,1 zj=n}cD.

Then, using repeatedly the Cauchy integral formula
for a function of one variable, we obtain

241

14" df,
=|— ®
1@ (2:'1':') }g &, —=,
|'I-1'1I—91I|=i’1I
§ d &, § d&, 5
* B, —z, B —=n F@&)
[wa=8al=rq [W=B =t )

valid for any interior point
z= (24,23, . Zy) € Alwr v},

Without loss of generality, suppose that
# = 2. Then the value of the complex function on

the secret argument can be calculated
approximately by the following integral sum:
flz) =

Il

() Z if{ena:‘}{a:‘“—e:‘}{afﬂ—en

{EJ - z:}{eii - 31}

where the points E'f, 5” are uniformly selected at the
boundaries of the disks &4;.84; respectively,
where

A=lzeClz—wl<n1<i<2},
z; e Ay, zp € 4g

Now the approximate calculation of the
value of the analytic function on the secret
argument can be represented by the following
protocol:

Step 1. The client chooses large enough
numbers pandg. as well as points E*l[, E?:j,
uniformly selected along the boundaries @, @44
accordingly, and sends the function to the server f.

Step 2. The server calculates the value of
the function f at every point: f IEE{ g },
i=1l..pmj=1..45 And also calculates
numbers

n(ei.6]) = (6l 6)(6]"* 6] ) (ei**~8).

Calculated numbers k(82,6 ) server sends
to client.

Step 3. The client calculates the
approximate value of the function on the secret
argument by the formula
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Note that this method assumes that the
server calculates the values quickly enough

f{ﬂ'[,&:j}, at every i=1l....pij =1....gq. Then
the client performs fairly simple arithmetic
operations.

5. CONCLUSION

In this work, new methods and algorithms
for the safe use of external unsafe servers in solving
computationally-complex problems with secret
parameters are obtained. Namely, methods of
secure outsourcing were presented for the following
classes of computationally-complex tasks with
secret parameters:

In Section 2, we presented new methods
for finding the extremum of a function with secret
parameters. The methods presented in examples 1-4
are fundamental and can be used for future
theoretical research in the field of secure
outsourcing of scientific computations. In the
applied aspect, these methods can be used in
computational mathematics with an approximate
finding of the extremum of a function. For
example, classical methods of finding the
approximate value of the maximum or minimum of
a function, such as the grid method, the uniform
search method, the successive approximation
method, the half-division method, the golden ratio,
and others, require powerful computational tools. If
the client does not have such computer facilities, he
is forced to wuse external facilities (server,
supercomputer, etc.) on a contractual basis. But in
this case, as a rule, the client is faced with the
problem of storing confidential data in a task that
he would like to approximately solve on external
insecure computing resources. The methods
presented in Section 2 ensure the security of secret
parameters when finding an approximate value of
the extremum of a function using insecure external
servers.

In Section 3, we presented a number of
methods that are of practical importance.
Optimization problems, that 1is, finding the
maximum or minimum of a function under certain
constraints on the connection conditions, often arise
in the mathematical modeling of economic
problems.

Section 4 presents a completely new
approach to the theory of secure outsourcing of

scientific computations. The theoretical results
from the theory of complex functions of several
variables are used. The result obtained in this
section, namely the protocol for calculating the
value of a holomorphic function on a secret
argument, is of both fundamental and applied
nature. We will present the applications of the
results of this section in the following works.

The research results can serve as a source
for further analysis and research in the development
of methods for the safe outsourcing of
computationally-complex  tasks  with  secret
parameters.
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